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Abstract. Most organizations and their network administrators are familiar with
penetration testing and possible attacks that can be done on a system through
any software or hardware vulnerabilities of the system. System administrators,
however neglect the quantity of system and user information that can be extracted
anonymously from the content that is publicly available on the internet. This
publicly available information is critical and of great use to penetration testers
who wish to exploit the system. This work proposes a tool called ‘SearchOL’
developed in Python for gathering user related data from social sites usingmultiple
search engines. Tool collects data passively and from the results proves to be a
comprehensive data aggregator from multiple social platforms. The tool can be
used for Information gathering which is the first phase of ethical hacking. The
novelty of this tool is that it gives most important, most relevant and concise
results from various search engines. It will help in reducing the efforts of the pen
testers to gather information from public domains.
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1 Introduction

Now a days, everyone using social media and update their daily activities on social
media. Autofill forms that are filled while creating any account on any social site store
lots of personal information of an individual. We unknowingly provide lot of sensi-
tive information to know people about out likes, dislikes, location, friends that can be
exploited if gathered by attackers. Foot printing and reconnaissance process is used by
hackers for gathering sensitive information from social sites and online presence. It is
also used by ethical hackers to check that sensitive information is discoverable from
the social sites and suggest techniques to hide it. Many tools are available online for
gathering information having different functionality and use cases. Reconnaissance can
be done in two ways:

1. Passive
2. Active
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Passive reconnaissancemeans gathering of informationwithout the direct interaction
or connection with target. It can be done from social sites and internet searching. Social
engineering is also considered as passive information gathering method.

In Active reconnaissance we directly interact with target network or system for
gathering information. This has high risk of detection than passive reconnaissance. It
involves discovering of hosts, IP addresses, services, router on the network.

Proposed tool ‘ShearchOL’ decrease the efforts done by ethical hackers for doing
passive reconnaissance about target by simply entering the keyword (person name or
organization name) and the tool will search the most relative informative websites links
fromGoogle, Ask, Yahoo, Bing search engines and save the links in a text file for further
analysis. This decreases the overhead that ethical hacker faces by going one by one on
different search engines and search information about the target. This is automatically
done by proposed tool ‘SearchOL’.

This article is organised in to 6 sections where the concept in introduced in Sect. 1,
survey of literature has been summarised in Sect. 2. Section 3 and 4 brief about the
Proposed work and experimental setup to conduct the experiment. Results and discussed
in Sect. 5 and the complete work is concluded in Sect. 6.

2 Literature Survey

The process of ethical hacking starts with the gathering of more and more information
about the target, we can gather simple and sensitive both information from social media
and internet sites, the gathering of information about the target is known as Footprinting.
There are many tools available to do footprinting. With the help of Footprinting we can
gather information about network such as Network ID, domain name, IP address, proto-
cols, news articles, web server links etc. If hacker get some very sensitive information,
he or she can use this information for its malicious activities [1]. Authors in [2] proposes
a cyber-reconnaissance tool named SearchSimplified built using Java. This tool gather
data related to the organization entered. This tool gather data using Google’s cache sys-
tem, advanced query operators such as intitle:, site: filetype:. This tool gather data with
the help of Google. Work proposed in [3] provides survey and taxonomy of adversar-
ial Reconnaissance Technique, this paper tells us about cyber kill chain, Open-Source
Intelligence, Sniffing.

Cyber Deception and case studies of cybercrimes, categories of Target information
for reconnaissance, external an Internal Reconnaissance, Taxonomy of reconnaissance
techniques, Defensive Measures against Reconnaissance Techniques, etc. In paper [4]
author shows various web-based platforms for collecting and tracking IP information.
Author performed an experiment in specialized university computer lab, Connect all
hosts machine in the lab in Local Area Network (LAN). The results provide host name,
Autonomous system, Internet Service Provider, country, continent etc.

A Comparative Study on Web Scraping is done in [5]. In these various practices of
web scraping is shown. The author shows themultipleweb scraping techniques bywe can
easily scrap websites, and compare various web scraping software. This paper gives the
knowledge of various web scraping tools and techniques. We can easily and efficiently
gather data from publicly available sources using OSINT (Open-Source Intelligence)
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tools of OSINT used in investigation phase for collecting information about target. The
use of OSINT to gather information is shown in [6]. The proposed work uses the API
keys of social media platforms and python libraries to check usernames exists or not, if
exists gather data, store the results in database and display results in UI. The outcome of
this study offers a review on web scraping techniques and software which can be used
to extract data from web sites.

3 Proposed Work

From the extensive literature survey, following conclusions are derived:

• Existing system cannot Search using multiple search engines.
• They only search the usernames in different social sites.
• They require multiple dependencies to be installed before data searching.
• They search data from Organizations only and not from social accounts.

To extract precise and more information from the web this work proposes a Python
based web scraping tool called SearchOL that will work on Google, Bing, Yahoo, Ask
and will retrieve most relatable URLs from various websites.

The tool will also store the retrieved information in a text file that can be further used
by an attacker to exploit the system or a user. The proposed tool used Advanced Search
technique of Google search engine called Google Dorking [7] to discovers the data.

The working methodology of SearchOL is as follows:
It uses Python Requests Module [10], that allows to send HTTP requests using Python,
we use the requests.get (url) [10] method to send a GET request to the specified url and
returns a Response Object that contains the server’s response to the HTTP request. It
uses Python library Beautiful Soup for parsing structured data. It allows to interact with
HTML in a similar way to how you interact with a web page using developer tools.

It uses OS module [12] of python that provides functions for interacting with the
operating system. This module is used to save the information that is gathered gather
from search using SearchOL.
The work flow of SearchOL is described below:

• Take input
• Create url for the input keyword
• Make request for the url using Requests Module [10], one by one on Google, Bing,
Yahoo, Ask Search engines [13].

• Find all links in the search result using Beautiful Soup [11] module.
• Filter the most related and useful links
• Append sites in a list named ‘sitelist’
• Append the links in a list named ‘links’
• Iterate through the ‘sitelist’ and ‘links’ to print the information
• Now, save the information gather in a text file using OS module [12].
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4 Experimental Setup

The tool developed in Python version 3.9.7 [8] is tested on system with configuration:
Processor: Intel(R) Core (TM) i5-10210U CPU @ 1.60 GHz 2.11 GHz, System type:
64-bit operating system, x64-based processor, RAM: 8.00 GB with search keyword as
Farhan Ahmed and scraping is done from Google, Bing, Yahoo, Ask as can be seen in
Fig. 1.

Fig. 1. Output results of ‘SearchOL’

All information gathered from running the tool can be saved in a text file as shown in
Fig. 2. The gathered information is vital as any penetration tester can use this information
to exploit the target system.

5 Results

A sample output from the tool is displayed in Fig. 3. As the user enters the name of an
individual and proceeds to search on the social websites. The tool lists all the findings
and allows to store complete data in a text file.
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Fig. 2. Saving all links in a text file.

Fig. 3. Saved text file

As summarised in Table 1 SearchOL tool has been compared with existing tools
doing the same kind of work and results prove that amount of information that can
gathered using SearchOL is more compared to others. This makes SearchOL tool more
usable in case of information gathering about a person.
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Table 1. Comparison of ‘SearchOL’ and other tools

Tools/Techniques Source of data Type of data Restrictions

Sherlock [9] Social media sites Usernames Only Usernames

Google Dorking [7] Google Files and sites Only work with
google

SearchSimplified [2] Google Only Organizational
data

Only get
organizational data

SearchOL (proposed) Google, Bing, Yahoo,
Ask

All links related to
person or organization

None, it works with all
search engines, can
get organizational data
as well as persons

6 Conclusions

As we see above that so much information is available on internet and this information if
use for wrong purposes it will costs a lot. Many fraud calls, schemes, OTP frauds, Bank
frauds done by just using your small-small information available online. Many hackers
make fake accounts of victim user to deface him/her. The information we think useless,
but it can have great impact on our life if goes in wrong hands. This paper provides the
python-based tool ‘ShearchOL’ to gather important links related to the input keyword
from Google, Ask, Bing and Yahoo search engines and save them easily in a text file for
further analysis. The tool we present can be used by penetration testers to look for the
sensitive information released on internet. So that they can take appropriate measures
to protect the sensitive information. More features can be added to the tool for Data
gathering. More search engines [13] can be added from where data can be scraped,
secure web browsing [14] can be taken up as future work.
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